Web Client Installation under
Windows 7 and Windows Vista

Due to extended and enhanced security features of Windows 7, Windows Vista, and
Internet Explorer, the installation of the Web client is different for these operating
systems and requires manual steps. This procedure is outlined in detail below from
a user’s point of view.

Note

The procedure outlined below is applicable only if no group or domain policies
prevent the user from performing the necessary actions. If a user does not have
local administrator rights, more dialog boxes might appear, which prompt the
user to enter an administrator password or to confirm an action.

1. Inthe Internet Explorer, click Tools > Internet Options, turn off Protected
Mode, and reduce the security level for the Internet Zone to Medium.

These settings may be reverted to the original ones after Web client installation.

Internet Options @

| General | Security |Privacy I Content I Connections I Programs I Advanced|

Select a zone ko view or change security settings,

@ & / O

Localintranet  Trusted sites  Restricted
sites

Internet

rY . . . Sites
0 This zone is for Internet websites,
except those listed in trusted and

restricted zones,

7 level For this zone

Allowed levels for this zone: Medium ko Hi

Medium
- Prompts before downloading potenfially unsafe
content
- Unsigned Activel controls will not b downloaded

Enable Protected Mode {requires re; ing Internet Explorer)

om level... H Default level I

I Reset all zones to default level I

[ OF H Cancel H Apply I
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2. Click OK in the following message box.

Warning! (=3

! . The current security settings will put your computer at risk.
b,

Cancel

3. Select Don’'t show this message again in the following message box and click
Close.

Information Bar (=3

_ Did you notice the Information Bar?
The Information Bar alerts you to security-related conditions
[for example, if a potentially unzafe file or pop-up was just

blocked). If a webpage does not display properly, look for the
Information Bar at the top of the page and click it.

Leam about the [nformation Bar

4. In the Internet Explorer connect to the URL of the server.

If this is the first time the Internet Explorer is started, the next dialog box asks
you to make Phishing Filter setting. This does not affect the installation, choose
your preferred settings.

Microsaft Phishing Filter (=3

Help make your browser more secure:

Set up Phishing Filter

Phishing Filter is designed to warn you if the website you are visiting might: be
impersonating another website, What is Phishing Filker?

@ () Turn on automatic Phishing Filter (rec ded)

Some website addresses will be sent ko Microsoft ko be checked, Information
received will not be used to personally identify you,

"!;ﬂ' () Turn off automatic Phishing Filter

‘Website addresses will not be sent. to Microsoft unless you choose to check
them,

() Ask me later

Ok

The following message box might appear.

5. Select Don’'t show this message again and click OK.

Internet Explorer (=3

! . Internet Explorer needs to open a new window to display this webpage.
b,

For your computer's security, websites that are in different security zones must open in
different windows.
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6. Click OK in the next message box.

Windows Internet Explorer

Your Web Client has to be installed respectively re-installed but the
l % security settings of Windows Vista prohibit automatic updates,

You are now redirected to 2 Web page from where you can download
and install the Web Client manually.

Please contact your system administrator if you have problems.

You are now directed to the download page.

7. Click MagicWebClientInstall_xx.msi.

MagicWeb - Windows Intemet Explorer

€| http://212123.119.204/download/

95 4| @ MagicWeb

Magic\Web

Download Thin Client Software:
ThinClient 2

Download Web Client Software:

€ Internet | Protected Mode: Off

H100% ~

8. Click Run in the next two message boxes.

"File Download - Security Waminé -

Do you want to run or save this file?

Mame: MagicWebClientInstall_en.msi
Type: Windows Installer Package, 9,34MB
From: 212.133.119.204

Run Save ]l Cancel |

-Z While files from the Intemet can be useful, this file type can
potertially ham your computer.  you do not trust the source, do not
- run or save this software. What s the risk?
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Internet Explorer - Security Wamln; r -
o

Do you want to run this software?
Mame: MagicWebClientInstall_en.msi
Publisher: Visage Imaging Inc.

E] More options [ Run ] ) Don't Run

[ -ﬁl While files from the Internet can be useful, this file type can potentially harm
\_/ your computer, Only run software from publishers you trust, What's the risk?

The installation of the Web client starts.

9. Click Next.

) MagicWeb VABO Client | (S

Welcome to the MagicwWeb VAB0 Client Setup
Wizard

—

The installer will guide you through the steps required to install M agictw/eb YAE0 Client on your
computer,

WARMIMG: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be progecuted to the maximum extent possible under the law.

10.Click Next in the following dialog boxes until the installation is finished, then click
Close.

Note

If the currently logged on user does not have administrator rights a dialog box
appears during installation of the Web client. The dialog box requests entry of an
administrator password. An appropriate password has to be provided because
otherwise the installation process fails.
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) MagicWeb VABO Client

Installation Complete

Magicw'eb WABD Client has been sucessfully installed.

Click "Close" to exit.

i |
————

Important Note

Close and restart the Internet Explorer and connect to the URL of the server
again.

After connecting to the server again, the following certificate notification page
appears.

11.Click Continue to this website (not recommended).

/& Centificate Error: Mavigation Blocked - Windows Intemet Explarer

@U [ ] httpy/rei0amak3domn medlocal/defsultasp Tres=SMALL&tssl=1 [ 2] x || Live Search

9 o [@cmmcate Error: Mavigation Blocked ] I -8 - =

8 Protected mode is currently tumed off for the Internet zane. Click here to apen security settings.

-
‘@ There is a problem with this website's security certificate.

The security certificate presented by thiz website was not issued by a trusted certificate authority,

Security certificate problems may indicate an atternpt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.

i T
@u Continue to this website (not recommended). >

@ More information

Important Note

Two Internet Explorer windows and one message box are how open. Click OK in
the message box. Although a login screen is visible DO NOT login because this
would result in an error. Instead, close all open Internet Explorer windows again.
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Windows Internet Explorer (=3

l i Please quit and restart your Internet Explarer!

& Mag; i net Explorer [=[=] \55“
@ 123.119.204/login aspres=SMALL Btssl=1 = 5 Certificate Error | 47 | | | Li 2 -

0t | @ MagicWeb o v B - @ v iPage v {FTooks v

Installation of the Security Certificate

Plez d u
Download user documentatior 1t is not possible, to install the S5L-Security Certificate of the ¢
Thin Client version 3.0.9.0 Te be able to work with the system, you have to download the

Clienttype: Please proceed with the installation as follows:
Basic

Username: -
= 1. Download the certificate from the server.

Click here to do that.
Password:

2. The following dialog windows appears on your screen:

File Download - Security Warning :

Do you want to open or save this file?

Name: rootca.cer
A Type: Security Certificate, 1,61KB

12.Restart the Internet Explorer and connect to the URL of the server again.

The certificate notification page reappears.

13.Click Continue to this website (not recommended).

/& Certificate Error: Mavigation Blocked - Windows Internet Explarer

@\J [ http/rd104m2k3dom.med ocal/default asp fres=SMALLAssI=1 <[ 4¢] x| [ ive Search
¢ it | @ Centificate Error: Mavigation Blocked ) B =Y

19 Protected mode is currently tumed off for the Internet zone. Click here to open security settings.

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority,

Security certificate problerms may indicate an atterm pt to fool you or intercept any data vou send to the

server,
We recommend that you close this webp and do not i to this websil
S ik LR

@' Continue to this website (not re(ummended).)

@ More information

The previous two windows reappear. Note that the client login page is now mem-
ber of the Trusted Sites.
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& MagioWeb  Windows Internet Explorer @E@

@ 123.119.204/login.asp7res=SMALL&ssl=1 ~ 1 Centficate Error | 47 | < | | L 2 -
. — =

% 4t | @ MagicWeb ‘ | - T ® v rRage v (G Took v ]

Magic\Web

Version: MagicWeb VAGOB

Download
Thin Cl

Clienttype:

Basic -

Username:

i / Trusted sites | Protected Mode: Off 0% -

14.Follow the instructions for the manual Web page certificate installation as out-
lined in the other open window.

/@ htps://dwe-ffs/ - Installation of the Security Certificate - Windows Internet Explorer =1 S |

| 19 Protected mode s currently tumed off for the Intemet zone. Click here to open security settings. x

Installation of the Security Certificate

n

It is not possible, to install the SSL-Security Certificate of the server on your computer automatically.
To be able to work with the system, you have to download the certificate from the server and install it on your computer.

Please proceed with the installation as follows:

= gy the server.

Click here to do that.

2. The following dialog windews appears on your screen:

File Dowinload - Security Warning . @

Do you want to open or save this file?

Name: rootca.cer
A Type: Security Certificate, 1,61KB
From: 192.168.153.115

Open Save Cancel

I 1 While files from the Intemet can be useful, this file type can
@) poterial ham your computer I you do ot nustthe saure do it
= open or save this software. What s the risk?

Press button 'Open’.

3. The following dialog window appears on your screen:

After this is done the installation of the web client is complete.

Users can now log in and work with the system. The certificate error that is still
shown on the login screen will not reappear when the Internet Explorer is started the
next time.
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Note

After the successful installation of the web client and the insertion of the certifi-
cate the original Internet Explorer security settings may be applied again.
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